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CVE: CVE-2017-7574

Vendor Reference: SEVD-2017-097-02

Vendor Advisory: http://www.schneider-electric.com/en/download/document/SEVD-2017-097-02/

CVSS: 10

Affected Device: Schneider SoMachine Basic 1.4 SP1, Schneider Modicon TM221CE16R, 
Firmware 1.3.3.3

Title: The password for the project protection of the Schneider Modicon TM221CE16R is hard-
coded and cannot be changed.

Severity: Critical. The protection of the application is not existant.

Ease of Exploitation: Trivial

Vulnerability type: Information Disclosure

Vendor contacted: December 23rd, 2016

Abstract

The Project Protection is used to prevent unauthorized users from opening the protected project file
by prompting the user for a password. The XML file is AES-CBC encrypted, however the key used
for  encryption  is  hard  coded  and  cannot  be  changed.  The  key  used  for  encryption  is:
“SoMachineBasicSoMachineBasicSoMa”.  After  decrypting  the  XML  file  with  the  standard
password the user password can be found in the decrypted data. After reading the user password the
project can be opened and modified with SoMachine Basic.

Vendor Contacted

We contacted the vendor. The vendor acknowledged the receipt of the report. We did not receive any
further  communication  until  we  disclosed  the  vulnerability  on  Bugtraq.  The  vendor  publicly
acknowledged the vulnerability on April 7th, 2017. The vendor will provide an update on June 15th

2017.



Image 1: Wireshark dump of TCP/Modbus communication

Image 2: Decrypted xml project
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