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Affected Product

Vendor GoodWe Technologies Co., Ltd.
Product GW1500‑XS
Version V1.1.2.1

CVE

CVE‑2024‑8893

Problem Types

CWE‑798: Use of Hard‑coded Credentials

CVSS v3.0

CVSS: 3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
Score: 7.3
Severity: HIGH

Description

Use of Hard‑coded Credentials in theWi‑Fi BOX used for the inverter GW1500‑XS in GoodWe Technolo‑
gies Co., Ltd. in Version V1.1.2.1 allows anyone in physical proximity to the device to fully access the
web interfaceof the inverter viaWi‑Fi. Anadversarymayuse thisweb interface tochange the inverter’s
network configuration or restart the device.

Credits

This vulnerability was found by OpenSource Security GmbH (https://os‑s.net)
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